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MamsTka_OCTPOXXHO, MOLLEHHUKM.doCX

«OCTOPOKHO, MOILIEHHHUKH ! »

B yenoBusx pazsutus HUQPOBOH IKOHOMHKH, JIEKTPOHHBIX IUIATEXKHBIX CHCTEM
NEPCOHAIBHBIX  IEKTPOHHBIX ycTpoicTe #u  HHTepHera cTpeMuTeNBHO BO3POCIO
KOJIMYECTBO COBEPIUEHHBIX ¢ HX HCIIONb30BAHHEM [IPECTYIUICHHI.
CoBepIUeHHI0 JAaHHOH KATErOpHH IPeCcTYIUIEHUH clocoOCTBYIOT JOBEPYHBOCTE
Ipax/iaH, HeJOCTATOYHAS MX OCBEJOMIIEHHOCTH W IIpeHeOpexuTelIbHOE OTHOLIEHHE
K JIeMEHTAPHBIM [IpaBHIIaM De301aCHOCTH.
Jus  npenynpesxiaeHus NPOTUBONPABHBIX  JelcTBHE 10  JAHCTAHUUOHHOMY
XMILEHHIO JICHEKHBIX CPE/ICTB BAXKHO 3a[IOMHHTE CJIe/IVIOLIEE.
Corpyasuky DaHka 1o renedoHy WIH B WIEKTPOHHOM [THCbME He 3allpalliHBakT:
® [IepCOHAbHBIE CBEJAGHMS (CepHs W HOMep uaclnopra, ajpec perdHcTpaluu,
UMt W (paMMIIHSL BJIAJENIBIA KAPThL);
pekBH3NTLI, cpok AeiicTeust, [IMH- n CVV-koabl DaHKOBCKHX KapT;

* papoiad v Koael H3 CMC-cooOuenunii st noaTBepxieHus (PUHAHCOBLIX
OlepaLMii WM UX OTMEHBIL;

® JIOrHH M [APOJIL /Ul BXO/JA B JIMYHBIH KaOUHeT KineHTa OaHKa.

CorpyaHuki DaHKa TAKKE HE NPeararT:

® YCTAHOBHUTH [POrpaMMbl VAAIEHHOIO J0CTYNA (WAM  MHBIE CTOPOHHHE
HPHIIOMEHHNS) HA MOOHIIBEHOE YCTPOHCTBO W Pa3pellnTh NOAKIHUEHHE K HHM
101, IPEIOroM TEXHHYECKOH NOJIEPKKH (HApUMEp, YAAJICHHE BUPYCOB);

* pepeittu no ceplike n3 CMC-coodiuenus;

* BKIKYHTE lepeajpecalld Ha TeledoHe KIMeHTA U  COBEpLISHHS
B Ja/IbHEHIIEM 3BOHKA OT €r0 HMEHH B DAHK;

* 0] HMX PYKOBOJCTBOM T[IEPEBECTH JUISl COXPAHHOCTH JIEHEKHBIE CPe/ICcTBa
Ha «3alHIEHHBIE» HIH «De30nacHble» cuéTa;

® 3aiith B oHnaiiH-kaduHeTr 1o cebuike W3 CMC-coo0leHus HItH IEKTPOHHOIO
MHChMA.

baHK MOMKeT WHHIHUPOBATh ODIIEHHE C KIHEHTOM TOJBKO /Ui KOHCYIbTALIHI
no npegocrasiaseMelM  yveinyraM. Ilpu 3roM  3BOHKH  COBEpLIAKYTCH € HOMEPOB,
VKa3aHHbLIX Ha O0OPOTHOIl CTOPOHE KapThl, HA O(HUHAIBHLIX caiiTax ¥ OaHKOBCKHX
nokyMenTax. MHble Homepa He HMEHT HHKAKOTO OTHOLLIEHHS K DaHKY.

UroObl He cTaTh KepTBOH JUCTAHLHOHHOID MOLIGHHHWYECTBA  Ccleuyer
HCIOJIB30BATE TOABKO O(hHIHANBHEIE KAHAILI CBSI3H:

* Gopme! 0OpaTHON cBA3M HA caiite DaHKa H B MOOWIEHOM NPUIIOKEHHUH,

* refed)OHbl rOpAYNX JTHHMIL;

® IPYIIbI KX 4aT-00Thl B MECCEHKEPAX (eC/IH TAKOBBIE HMEHYTCH ).

BaxxHo NOMHHTE, 4T0 MOOHIIBHEIE NPHIOKEHHA OAHKOB ClIeyeT CKaYMBaTh
uepes opuiHanbHele MarasuHel (App Store, Google Play u 1.11.).

HeoOxoaMM0  yuWThIBATBL, YTO Jlepwartellb Kaprbl 00s83aH CaMOCTOSATE/ILHO
obecreunTh KOHQHASHIIMAILHOCTE €¢ PEKBUIHTOB W B 3TOIl CB3H H3derars:

* [OJKIHOYEHHs K oDenocTynHeiM ceram Wi-Fi;

¢ ucnonbioBanus [IMH- wim CVV-konoB npu 3akase ToOBapoB M yCIyr

uepes cerb « MHTEepHEeT», a Takke 1o renedony (pakcy);
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* coo0UIEeHUs HA3BAHHBIX KOJOB TPETBMM JMLAM (B IPOTHBHOM cllydae J00ble
ONEpaLHy, COBEPIICHHBIE ¢ HX HCIOIL30BAHUEM, CUMTAKTCH BLIIIOJIHEHHBIMH
CaMHM [IEPKATENIeM KAPThl H HE MOI'YT DBITh ONPOTECTOBAHEI).

[lpn wucnons3oBanuy OaHKOMATOB OTHABAHTE HPEANOYTEHUE TEM, KOTOpLIE
YCTAHOB/IEHB! B 3ALIHINEHHBIX MECTAX (HanpHMep, B rocyupekieHusx, oucax DaHKoB,
KpYyIHBIX TOProeeix Lentpax). [lepen ero ucnonk3opanuem, ocMOTpUTE U yOeaUTECH,
qTo:

® BCe OIepalHH, COBEpIIaeMBbIe MPEALIIYIIHM KIHEHTOM, 3aBEpILIEHBI;

® Ha K/IaBHATYPE M B MECTE JUIs [PHEMA KapT HET JOIOIHUTEIbHBIX YCTPOHCTB,

®  OTCYTCTBYIOT HEHUCIIPABHOCTH M HHBIE [TOBPEH IEHHS.

Cosepiiasi ornepauuu, He NPHCIYIIMBANTECh K COBETAM HE3HAKOMBIX JIHOJIEi
H He NMPUHHMATE HX NTOMOLLIb.

[Ipu  uwcnons3oBanun  cotoBeiX  TenedoHoB  (cmaprdosoB) coduwopaiirte
CIeyHLHE paBHIa:

®* [IpH  YCTAHOBKE MOOMIBHBIX [NpuioxeHuil o0pawaite BHMUMaHHE Ha
MOJNHOMOUYHSA, KOTOPbIE OHHM 3alpalllHBalT. byabre OCODEHHO OCTOPOIKHBIL,
€C/IH NPUIOKEHHE IPOCHT IpaBa Ha YTEHHE aJpecHOl KHHUIM, OTIIPaBKY
CMC-coo0uieHHi 1 HHBIX YBEAOMIIEHHUI, 1ocTyn K ceTH « MHTepHeT»;

® OTKIIOUHMTE B HACTPOHKAX BO3MOJKHOCTH HCIOJB30BAHMA  IOJIOCOBOIO
YIPABJIEHH [IPH 3a0I0KHPOBAHHOM JKpaHe;

* He nepexogure 1o cceikam w3z CMC-yeegomMieHuii, pas3iuyHbBIX YaTOB
M MecceH/KepoB, He yDelHBIIUCH B HX [0CTOBEPHOCTH (llepe3BaHuBaiite
JIHOAM HX [PHCIIABIIHM);

® HE [IepeduclsiiTe [I@HEHHBIE CPEeJCTBA 3HAKOMBIM, POJACTBEHHHKAMH
M ONM3KHM  JTHUAM HA WX [OpockDBl O MEpPeBOJE JICHEKHBIX CPEJCTB
u3 CMC-yBe1oMiIeHHIH, pPa3IHYHbIX 4aToB H MECCEH,IZKEePOB,
He y0enMBIIMCE B MX  JOCTOBEPHOCTH  (Ilepe3BaHUBaliTE  JIHOAAM
HX [IPHCIIABIIHM);

[Ipy Hernonb30BaHUH HHTEPHET-CEPBHCOB, B TO YHCIE U1 MOKYIKH U IIPOIAMKH

TOBAPOB H OKazaHus yeuyr (Asuro, HOna v T.11.) 3anoMHUTE Psji IPOCTBIX IPABHIL

* HCHONb3YiTe cpejcTBa ODIIEHNs, PEJAOCTABIEHHBIE JJAHHBIMH CaliTaMu;

® HE [ePexOo]WTh HA «HHIUBWUAYAIbHOE» ODLIEHHE ¢ MOCTOPOHHMMH JIHLAMH
C MCII0JIb30BAHHEM JIMUHBIX HOMEPOB TelnedOHOB;

* HE llepejaBaiiTe CBOM I[EPCOHAJIbHBIE JIAHHBIE, B TOM 4YHCIa ajpec
[NPOMUBAHHUI, KOHTAKTHBIE TeledoHbl, OAHKOBCKME PEKBH3UTHEI W KO/bI
NOATBEPKAeHU DAHKOBCKHX Olepaliuii;

®  UCHONB3YHTE TONBKO HOPAAOK W (OpPMBI OIUIATHL, [IOJIYUEHHA TOBAPOR,
[peayCMOTPEHHbIE JAHHBIMU HHTEPHET-CEPBUCAMH.

[Ipu onnare rtoapa u ycuyr B cerd «MurepHer» (oco0eHHO NpH NpUBs3Ke

K peryispHbBIM IUIaTexaM WIH akkayHTam) TpeOyercst BCerja YYHMTBIBATH BLICOKYH)
BEPOATHOCTEL [EPEX0Ja Ha NOJIENbHBIH CaiT, CO3JMaHHBIA IS KOMIIPOMETALHH
KITMEHTCKHMX JIAHHBIX, BKIIKOYAasl [1JIATEKHbIE KADTOYHBIE JJAHHLIE.

Jig MHHHMH3AUMH  BO3MOMKHBIX XUIIEHHH [OpH  [pPOBEIAEHHH Olepaluii

¢ HUcIonb3oBaHueM cetu «uTepHer» pekoMenayercs:
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* o)OpPMUTH BUPTYAILHYI) KAPTY C YCTAHOBIEHHEM pazMepa HHIUBHAYAILHOI'O
JUMMUTA, OIPAHUYHBAKOLIErD Olepalud, B TOM YHCIE C HCIOIL30BAHHEM
Opyrux DaHKOBCKHX KapT;

® BHUMarelbHO uuTaTh TekcThl CMC-cooDlieHHt W MHBIX  YBeIOMIIEHHI
C KOJIAMH IOTBEPHIEHUIL, IPOBEPATh PEKBU3UTLL onepaluii. Eclii peKBH3HTHI
HE COBIAMAKT, TO TAKOH [1APOJIL BBOHTEL HElIb34.

Korga ©Oank cumTaer coBepiiaeMble OT HMEHHM  KIHEHTA  OllepaliH
NO103PHTEIbHBIMH, OH MOMKET 110 CBOEH HHHLIHATHUBE BpeMeHHO 3a0/10KHPOBaTh 10CTYI
K cepercam CMC-Danka u oHnaiin-kabuHera. Eciin onepaumu coBeplIeHs! JdepxaTeseM
KapThl, 115 OLICTPOro BO30OHOBIEHHS JIOCTYIIA K JACHEMKHBIM CPEICTBAM JOCTATOYHO
[O3BOHHTE B KOHTAKTHBII LeHTp DaHKa.

B cnyuae yrepu WM cMeHbl HOMepa Tenedona, npHBA3aHHOIO K DAHKOBCKOI
Kapre, HeoDX0AHMO:

* cBs3aThed ¢ DaHKOM st oTkIoueHs yeuyrn CMC-yeenominenns;

* 3a0J0KUPOBATE CUM-KApPTY, 00PATHBLIKCE K COTOBOMY OLIEpaTOpY.

llpy BO3ZHHKHOBEHMH MalleHIIHX [OAO3PEHHH HAac4yeT [pellpHHHMAEMbIX
NOMBITOK  COBEPIIEHHs MOIIEHHHYECKHX JIGHCTBHI  Cle/lyeT He3aMeIHTelbHO
YBEAOMIIATE 00 3TOM DaHK.

CobnrofeHde NpHBEIEHHBIX Mep M PEKOMEHJIAUMWil I[O3BOIMT HPeI0TBPATHTE
CIIYYaH JUCTAHIIMOHHOIO XHILIEHHS [1EHEKHBIX CPEJICTB.

YipasieHue 110 HaJ30py 3a CAe1CTBHEM,
JO3HAHHEM W ONEPaTUBHO-PO3BICKHON JAEATENIBHOCTBI)
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